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Cyber Attack Detection Technology for 10T and Monitoring Service by SOC
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Abstract

In a Cyber Physical System (CPS) such as automobiles, homes, factories, and buildings where the physical space and cyber space
are integrated, cyber-attacks spread to the physical space and lead to a risk to human life. Therefore, countermeasures against
cyber-attacks are indispensable. In particular, 10T devices are different from IT communication in terms of their unique
communication protocols; hence, specific measures are needed for them. Therefore, we use Al-based attack detection technology that
specializes in cyber-attacks by focusing on control commands and networks of 10T devices. We are developing 10T-SIEM (Security
Information and Event Management) using kill chain analysis technology that enables efficient analysis. Furthermore, we describe the
issues in monitoring the control system and the measures and operations of Factory SOC (Security Operation Center) service as an

example of the control system.
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(server’s IP address) | (TCP/UDP ﬁort number) | (client’s IP address)
192.168.1.10 UDP/2222 192.168.1.30
192.168.1.20 UDP/137 192.168.1.10
192.168.1.20 TCP/139 192.168.1.40

W 27 2%, 2oME LSRR #EE N 7L
v DERT A P A b 2R 2 0E ORI T ENH
BPZLEZ LNTVBBTBIA, FEEAR S RIEEH IR
£ (AvTFF VR, FITURIELRYE) OFDICKET S
WEORBIC L VRN E KEICEESETLE) F—A
BdH 5.

A
2. R
| B = | L M T B P

5 EEFEN) Ly FOKRTA MY A M= ZMAS
Fig. 5 Whitelisting method using communication triplets

16

% ZTGCNSCOPETIZ, A7 A +Y A MIFEIEL R\l
BMU 7Ly MIHNT2REEOEN 2T, ZORFE
P (LEW) fliz EHoTWABEIZOAT F— &5
HESEEBAENET L2 L2ER 5.

CBINEADOIERE #@E M) 7Ly MOV,
KBIMOME MY T Ly bofFfEREEFNT ) v 7 Fill
MR E S NS.

V7PNV F T 7ICERATE S 7T 78AA
A=a—F )ty b7—2 (RGCN) [L)Z{FHT 52 &
WTEAL. HohLOBHISN/@EEN) 7Ly 2T
WEINVFTIT (= FRETFNA R, Ty YOI
F— " HIOTCPIUDPAR — F5) RS L TH E, R-GCN
EFNEFETLIET/— ey VORY MVERE
BBEZENRTESL. ZONRY MVERZHWTEED®E
M) 7Ly MIHLTREEZRELTLI LM TE S,
GCN SCOPEDEARI 2 LB DT AUZECRID E B 1) Th 5.

FEI1—X
similar
embedding

EFTI—X

BAEADEEN) Ty b R-GCN &AW\ T HEEETNEFAL,
EHEIIVINFIITE FIT7F-FILa-4— HEOBEL)TL v b
1B (GAE) EFIV & 28 ZXIATULY

56 GCNSCOPEIZX %) ¥ 7 FHloih
Fig. 6 Link prediction flow of a GCN SCOPE

W D3O TH T, EhEFNLEAMOMEET— 7 %L
£ 2P L, FOBLAMOMICERICEN-®BE M) 7L
Y NETGUFRMIBALLEE N T Ly MEENISES
5 A7 &FAT LIZBROROC AUCHl % 8E3RITRNT. FhR
T, R=AFA L LTE2OD 2= ) AT 4 v 77
W FELE i FE2%2 FIH L7z, & 2 Mfirst-order
proximity & second-order proximitylZ k-5 < V) ¥ 7 Pl F ik
[12]T& 5. GCNSCOPEIZZ NS 2 DDHIKTH:% F B
BLAUCERLTHEY, 77— MNEBORRIIZHSGTE S
LEZONS.

B3R ICSOFET— & 12xhd 2 IEHFHHBIFOROC AUC
Table 3 ROC AUC of link distinction on real ICS datasets

EREEHFE Factory A Factory B Factory C
GCN SCOPE

GREER) 0.962 0.914 0.996
HEERFEA 0.853 0.735 0.771
HEEFiE2 0.820 0.632 0.769
SUELEEE 0512 0.521 0519




TURTAE—Y a3 BE  oTRG Y 1 N—HERARMESOCICL PERY —EX 105

I 4. XIVF 1 — R

41 A2 F 2 MRRICE T 2EE
A Tl RGOS, #fAR Y by —2 Lok
B LHBE AT AHMTH o7 L, E

BORBIIHE—D ) — FTEMHTAHI LIRS, Ay MY
—JORAD = P0G D /) —FET, £/—F
CHEDS b IG (DB, O—HORRTE) F KRS F
) EIER).

COBEEYF ) FITH LT, B A7 EEHET 51213
ﬁlﬁ%@&$7l~f®ﬁ%ﬁ2£f%éﬁ ¥—n/

BT BB R DA TIE, FOHWICA 5T

%5 ZD72, £ — B BIUE L 72850 SOk
RO (S2A) BIZHIET) FVF = — V5
WAWEEE 72 B[10]. LA L, %/ — F2 5 BCRMH; 5
EISEL7-ELTYH, FEBIE, £2TO7 2 —ATHEL
@ﬂf%ék@@%f RHRERANC L 5T, BRAR
7 EOEREOIFEDHEE T 7 — ADAFAET S
%:f,%%%i@ﬁ@&%&%%%#%&%%%ﬁt
J—=FaREEL, BARBRRIE) A7 2HETEF VT
= VOE EZE L CTWwh. BTETIE, S VYTV
MBS BIT B F IV TF = — VAT HAR O E D 2" LT
W3, ZOFNVTF z— Y HIEMIISIEM RIS L, %/

— 2 HIUE L 72 BUBRRAIRE R 2 AR B IS 00T § 5 2 & T,

BARHECTMMNO AL, B Y F OHEE R ED5HHT
BEBTL. X512, FNF—UPHIHEILAS VT
VORI T=VICE 0T, L DR RAIG - HIHDW
FFCE 5.

AATESER

SIEM L
| @ FIFI—>nDH
74 AR
/./ * \\.\mgﬁﬁum
IoT#,%%s
|K%ﬁﬁ%A”H&ﬁﬂ%B”K%ﬁﬂ%c”m&ﬁﬂ%Dnmiﬁﬂ%E|

B7E loTtF 2T 1 DA ¥ F ¥ MbrB
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Fig. 8 Attack detection and intrusion path on an in-vehicle network

17



106

I 5. SOCICL 2HIfHlY A7 LDERY—EX

AEITIE, HIEY AT LAOEMICBIT HEE, HI#HY
AT KA D—B) T B THDSOCH — ¥ A THEHE X N5 %055
RE BN VTIRAR S,

51§l 27 LADEERICEH T BEEE

HHY 27 20XF2) 74 BT, Zomg Ty
AT LD F2) T4 BEHEEEL D, TFRRICETF 558
DHEL 5.

1) T4 T7HA 7 NVETY AT L TIEI~SEMRETH 55,

Hl#H > R 7 & TIZ10~304FE Td % 72 9D0SH K — M &
THhL VAT APKBM LT EZEN DS,

(2 HEHY AT AEEAEENS TV AT ATEASR
LIV NRA Y M TOEM - PRV HEETH 5.

(3) BEEMRZNIED QY AT FEPART ARG AEN
% —EERENTET S &, BEOHB O E W 2
AARDHETH 5.

@ Y AT ATIMHENERSINLZD, VAT A
DO—HTYEEL 2 EDITY A F 5 TEHIS NS5
BN RN EHD S,

52 Ii5SOC T3k & ERF

ML), QBTN E L9, HIfY AT ATIEL Y
FRA VY DY F 2 T4 MROEADVHETHS. £
THNFVZ v 70T, EFa2) 740 3L LTSy
VTR V= RERT L HEERHAL WA, UE
SN2k b= uriL, SHEEIC X 2 RERNDSH
BN, BAESNARZEISH L TR 2 ) T 4 S E AR
MEATS.

AEEB), @), BATZERERAIT AT ARSOCH L F
2 F A W EDOMAZT TRLT L AR TE ZHET
v, ZITHEOBRICIZEE AT AEF2) 713
MEEPY (Factory SIRT) %78 2 CHIYS & e L 7275 & 380
PR E R W B 7t i & G 5.

INSERT A, MHTHOSOCIC X 5 BERMY—E
ATIERUTO L) ZFICCREZHRAL, £F2) 74
A7y MTHIET 5.

(1) Edckyb, VAZTEAX Y FEEUCEELE
O, BRI TV AORERT, B AT AN
T A A7 OFFE L i %179 .

Q@ AAVFUINTHILIT=) VT LEET—%%
ERLUONMT 5. BAOMNKE (vl ) HRED
Kili®e, THMEOELHVE T T r— g v LN
WV E THN LR Z 0T-SIEM~NEE T 5.

18

Panasonic Technical Journal Vol. 67 No. 2 Nov. 2021

() IHWMKRDIESLIENT — 7D SEENY — V ZAITH:
BL, AN BEOMERCREZMZ L. T2,
MEBDOTFT DAL Y v V7)) TV v AEIGEH L TR
BRIRD PN E W 5.

4 W0TZHBL-tF2) 74 0WED, HARBER
LERETI—MEGHL, VRZEFMEITS.

(6) A ¥y F v MEER, tXa2) T4 HWEEO
b 7T T8 R ISR O MR R &%
FEHL, VA7 OFHIFEFICEIC - THOEaEL
OVEEZBITE S 2 F Kb F 21) 7 4 YT & Hia
L, BETHNIEINZZET 5.

FSIRT FSOC

BESNTE |ep OF
(E*%2YU7«

N H—)

GEZERBY, BE - 18X
WRFE, HEIR

FSIRT : Factory Security Incident Response Team
FSOC : Factory Security Operation Center

5OK TH/SOCH—EX
Fig. 9 Factory SOC service

| o

AT, WBEZTTHAL LW % 72D DSIEM%Z V72
OTHAN—tF21)F 4 Y AFAIOWTHN, 2 TH
W5 I0THEEAND Y A N —BIZR L L 72ANZ &K B A N
— BRI AR L, TOEMEER L. 2, W
) 27 % RS 5 72002, RARBERPHIEY £ —
RENFET B FNVTF = — Y IHMICOWTREL 72, &
B2, YA THESOCH — ¥ A DI & 5512 DWW THIA L
72, Yo TIHSOCIZ oW TH— E A DB FEFEE N— 2
2, BHEPHE, EU, R— ARSI REP 2 3L (05) F,
OTEHIZ BT 220 - BEBHEOFEBICEIRT 5.

2 E XM

[1] C. Miller et al., “Remote Exploitation of an Unaltered Passenger
\ehicle,” DEF CON, Las \egas, July 2015.

[2] UNECE, “UN Regulation No.155-Cyber security and cyber security
management”, https://unece.org/transport/documents/2021/03/standards/
u n-regulation-no-155-cyber-security-and-cyber-security, 2+ Oct. 20,
2021.



TURTAE—Y a3 BE  oTRG Y 1 N—HERARMESOCICL PERY —EX

107

[

4

[l

[6]

[1

[

[

[10]

(11

[12]

EVYAFAIBIFEFAN— T4 I AN - kFa) T
XRAA KT A4~ SN, REFFEEREE, 2019,

AR = b= AORL - FARNAT T2 A N— T 4 T I
LX) FARETA KT A v RFREEA, 2021,

T. Haga et al., “Automotive SIEM and Anomaly Detection using Sand
Sprinkled Isolation Forest,” Embedded Security in Cars, Berlin, Nov.
2017.

T. Oba et al, "Graph Convolutional Network-based Suspicious
Communication Pair Estimation for Industrial Control Systems". arXiv
preprint arXiv:2007.10204, 2020.

R. R. R. Barbosa et al., “Flow whitelisting in SCADA networks,”
International Journal of Critical Infrastructure Protection (1JCIP), vol. 6,
no. 3-4, 2013.

K. Stouffer et al., “Guide to industrial control systems ICS security,”
NIST special publication, vol. 800, no. 82, 2011.

M. Schlichtkrull et al., “Modeling relational data with graph
convolutional networks,” in Proc. of Extended Semantic Web
Conference (ESWC), June 2018.

E. Hutchins et al., “Intelligence-Driven Computer Network Defense
Informed by Analysis of Adversary Campaigns and Intrusion Kill
Chains,” Leading Issues in Information Warfare & Security Research.
1, Jan. 2011.

H. Tasaki et al, “Attack Analysis Level and Attack Route
Determination for \ehicle Remote Monitoring System,” Symposium
on Cryptography and Information Security, Jan. 2021.

J. Tang et al., “Line: Largescale information network embedding,”
International World Wide Web Conference (WWW), May, 2015

BEERN

]

FE g2 Tomoyuki Haga
T UTV—=RKE FIYN - ALY T —
Digital & Al Technology Center, Technology Div.

KE EE Tatsumi Oba

BitF2) 7405 —

T A N—tF 1) T 14 BB

Cyber Security Technology Development Department,
Product Security Center

Hig T Hajime Tasaki
T uIV—=RKE FIYN - ALY T —
Digital & Al Technology Center, Technology Div.

Belll R Akira Kamogawa
BqitF2) 74—

A N—F 2 T 4 BT BFEH

Cyber Security Technology Development Department,
Product Security Center

EeR £k Takamitsu Sasaki
BqitF2) 74—

FAN—F 1) T 1 BB

Cyber Security Technology Development Department,
Product Security Center

ne FHi Hideki Matsushima
BEEF2Y 71—

FAN—F 2 T 4 Bl HZERS

Cyber Security Technology Development Department,
Product Security Center

19



	1．はじめに
	2．当社のIoTサイバーセキュリティシステム
	3．AIを用いたサイバー攻撃検知技術
	3.1　制御コマンドに対する異常検知手法
	3.2.　制御ネットワークに対する異常検知手法

	4.  キルチェーン分析技術
	4.1　インシデント分析における課題
	4.2　車載ネットワークに対するキルチェーン分析技術

	5.  SOCによる制御システムの監視サービス
	5.1　制御システムの監視における課題
	5.2　工場SOCでの対策と運用例

	6．まとめ

