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Study on Intrusion Detection and Prevention System against Cyber Attacks on Connected Cars
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Abstract

Vehicle connectivity introduces potential cybersecurity threats from the Internet. Hackers can remotely endanger a driver’s life by
exploiting vehicle vulnerabilities to control the actuator such as the steering wheel. The authors believe that it is important to construct
an Intrusion Detection and Prevention System (IDPS) for connected cars. The IDPS must have the ability to protect against known
attacks and detect unknown attacks. In this paper, we organize the requirements and tasks from the viewpoint of host (IVI etc.),

Ethernet, CAN and cloud.
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Fig. 1 Example of multi-layered protection
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