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Manufacturing System Security to Protect Smart-Manufacturing Systems
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Recently, the supply chain system has become flexible and dynamic, including the distribution and utilization of data. Along with
that, smart manufacturing is progressing in factories, which uses data to improve QCD. With such computerization, cyber risks are

increasing, and obstacles due to cyber-attacks affecting manufacturing are also increasing. In order to continue production,

manufacturing system security is indispensable to protect the network and equipment/devices of the manufacturing department and to

respond to cyber-attacks and cyber risks.
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DMZ : De-Militarized Zone SW : Switch (kv k77— 7E4fEEE) EWS : Engineering Workstation
PLC : Programmable Logic Controller ~ DCS/S : Distributed Control System/Slave
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Fig. 1 Scope of activity
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Fig. 2 Location of the anomaly detection system
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