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Technology for Encryption, Authentication, Cyber-Attack Detection, and Cyber-Attack Prevention Measures for IoT Devices
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Abstract

While it is possible to improve productivity and convenience by using the IoT, there is a concern that damage caused by
cyber-attacks will increase among the various devices connected to the Internet. To prevent cyber-attacks, it is important to implement
encryption and authentication functions not only in IT infrastructure but also in embedded devices. In addition, it is important to detect
evolving attacks and to adopt countermeasures. For many years, we have conducted various kinds of research in embedded security
technology, and have realized a method for implementing encryption and authentication functions using fewer resources than would
be required by an IT infrastructure for built-in equipmentand platform for cyber-attack detection and countermeasures based on such

technology.

I 1. 3UBIC

HoWrY HE) 45 —%v MIEDIFBIT

(Internet of Things) &, MR — ¥ X OFMFE M %

PEIGIZE bS5 BINRERE R ORBA & LTRER
Wz Tw5b. —F, PC (Personal Computer) 1%#s
N J‘%EX%%@%IT(‘: XL D, AR (DUTF,
loTHERR L IPFR) 534 & — % v MCENFSI0TIE, ¥
2 7 A (Bwl2<) T Ny Frrilis
BEMADPBEEINT NS

BrkiE, 104D 12721, IP (Internet Protocol) &
f, IP-PBX (Internet Protocol - Private Branch eXchanger)
Ry N T =27 AR T, RFEMA T ELBDIoTH S % %
TH%EDPT, WHERLZDIoTEF 2V 7 4 OFREIZE I
L, ShE2wikLTE7-RBxHT 5.

AR TIE, LTHEBOT A N—tF2) 7 1 OBURE AR
B EEREL, ToTR&BISRO SN LGS - 32 nﬂ‘%
REDFHS P, BIO A N—TCBBA, xFHRM%RE
HFHEIIOWT, BHORY MANEZRNT 5.

I 2. loTEx2UF 1 DI|IR

BIFIIRT L O, ToTOERE EDIINHNY F V7
BHRWL, WEO3IIIoTHZEZENE LTWAI].

Ny R TFELEEMAL, IhETRELAohTn
TR CHMEDRAELTBY, LD X)) RloTH
HbHRRLRELEIERALRVRUTH L. AR EICH
T HERKED A V¥ —F v PNOERIFHEATED,
IoTHE R DIEFIVE X ERA AL R WHEIC R ) 205 5.

¥ N—EEK
1500 1281

gT-_@

~ 1000

F

s

a

S s00

0 2013 2014 2015 2016 [F]

YA N—-HEOANER (20165F)

DNS®
‘ (DDoSIiﬁﬂ)"F ) 1%

Z Dt

IPEEE£3H- 2B 1 % 24 %
[h—LN— V&M B 1 %]
"):E— I~D’7"f‘/iéﬁotlﬂ§‘
2%

|oTH425 £ %0 > 7= %
(Webh x5, I—%k &)
64 %

TF—AN—XEWES1-HE2 %
| |

PC%IH- =B 5 %

1 P A N—BEDRE & NER
Fig. 1 Number and breakdown of cyber-attacks
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