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Abstract

Controller area network technology (CAN) is widely adopted in vehicles, but security experts have reported that they were able to
remotely control a vehicle. Numerous countermeasures have been proposed, but none can be regarded as a generic solution, in part
because all the proposed countermeasures require extensive modifications to existing in-vehicle systems. This problem prompted us to
develop and propose a security system for connected vehicles. It has two components that protect the CAN. One is the centralized
monitoring and interceptor ECU (CMI-ECU) that protects vehicles against malicious CAN messages without the need to modify
existing systems. The other component employs an anomaly detection method using machine learning in the cloud to detect new signs
of attack so that future attacks can be fended off. Our proposed system protects connected vehicles continuously by linking these two
components. Then we verify detection of malicious CAN message by machine learning and show effectiveness of our proposed

system.
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Fig. 3 Anomaly detection with unsupervised machine learning
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