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Abstract

We have standardized the ASSD card (Advanced Security SD card) specification in the SD Association and contributed to the
standardization of the DRM (Digital Rights Management) extension for Secure Removable Media in the Open Mobile Alliance. To store
DRM-protected downloaded content such as music, video, and games on an SD memory card, the content was exported from DRM to
CPRM (Content Protection for Recordable Media) of SD memory card. After the export, the end user could not receive desirable services
which should be provided for the downloaded content under the DRM mechanism. The ASSD card can remove this defect with a new
security mechanism. Downloaded content stored in an ASSD card remains protected by DRM without being exported to CPRM so that
the end user can enjoy the downloaded content with various services.
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Fig. 1 Mechanism of general DRM
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AES : Advanced Encryption Standard
RSA : Rivest Shamir Adleman

XML : eXtended Markup Language
MKB : Media Key Block
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Fig. 3 Structure of ASSD specifications
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Fig. 4 Block diagram of ASSD card

I 5. OMA-SRMUO O OO

goooAsSsDOOOoooooooborRMOUOOOOOO
OMA-DRMOOOOO0OODOOOMA-SRMOOOODOOODO
god

51 OMA-SRMO O OO0

OMA-SRMO O OOOMA-DRMOOUOOOOOOOOO
goooobobodooooooooboooooon
Ogo0o0o0dooboobooooooobobooooooon
goooobobodooooooooboooooon
Ogo0o0o0dooboobooooooobobooooooon
goooobobodooooooooboooooon
Ogo0o0o0dooboobooooooobobooooooon
O0000SIMO OO O Subscriber Identity Module Cardd O
sbOO000doooooooooooon

OMA-SRMO O 0O230000000000000000
goooododdoooooos3pnoooo
-J0ddfdddooooooooobooboon
-gogo-sRMOOO0OO0OOOODOOO
-SRMOOOOOOOGOQ
OMA-SRMOOOODOOO0OOODOOOOOOOOooOO
goosrRMOOOOOO

5.2 OMA-SRMCO OOO

O10OMA-SRMO OO OO

goooosRMOOOOOOOOOOMA-DRMODODO
odo0oooooUooooooOoUoooooooooo
0000 O PKIO Public Key Infrastructure0 0 00 00O
oooooog

00000ooopoooooOosSRMOOOOPKIOODO



SbOO0000000000000O0O0O0O0OO0OOOOOOOASSDOOOOOOOMA-SRMOOOO 43

0000ooo0oooooooooooooomog
0ooooooobOooooosRMOODOODOOOOO
00000000ooo0ooooooooooooooog
000000000000 000000d0CRLO Certificate
Revocation ListO O 0 OO0 OOCRLOODOOOOOOO
0000000 0OO0o00oO0ooooDooocrRLOODOOO
0000000000 o0oooooooooosrRMOO
CRLOODOODODOOODOODOODOODOOOoO
0 O O O OCSPO Online Certificate Status Protocold O 0O O O
oooooooooo
J200000-SRMO 00000000000
oooooosRMOOODODOOOODOODOOO
O00000ooooooooosRMOOOOOOOO
0oooooooosRMOODOOOOODODOOOOO
00000000ooooooooooooooooog
O0O0DO0O0OSRMOODOOOODOOOODOODOODOSRM
O00o00opoooosSsRMOOOOOOOOOOOOO
ooooo
O00000D000oooooooosSRMOOOOOO
goodooooobooooooobobouoouooooo
00000000oo0ooooooooooooooog
gosRMOOOOOOOODOOODODOOOOOOOOO
oo0oooooooooo
O30SRMO 0000000
OMA-DRMOOODODOOOOODOOOOODOOODOO
dodddooooooooooooooboooooooo
00000000o0ooooooooooooooog
goooooogd
oooDoOoOSRMOOOOOOOOODOOSRMOOO
doooooooooooosRMOOOOOOOOOO
O00000ooooooooooosRMOOOOOO
goooooooosRMOODOODODOOOOOOOOO
00000000oo0ooooooooooooooog
oo
O00000oDooooooosRMOOOOOOOOO
gooosRMOOOOOODODODODOOOOOOOOO
00000000oo0ooooooooooooooog
goooooobooooooobobouoouooooo
00000000oo0ooooooooooooooog
goooooobooooooobobouoouooooo
0000000 moOooooooos5000000
SRMO30OOOO0DOOO0O0O000ODOOOO0OO0O0OoOoOO
O0000000O0HandleD OO0 O#10#20#3000
0000000000 OHandleO #30 00000000
0000#30 0000000000000 0D0O000O0
O0O0OHandleD DD ODOOO#80 0000000000

oooo SRM
0ooo#300
Handle#8 0 0
> #1 #2 #3
oooo#3
ooooo
gooooooo 5
]
#o|| w2 || #8 |
[ il
gooOoo0ooOoooooo EE=5SE 7
gooo#80000000 oo
ooooo
oooo0#8000 #1‘J #ZJ #S‘J

050 sSRMOOOOOOO
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10 Open Mobile Alliance : DRM Specification. OMA-TS-DRM-
DRM-V2_0_2-20080226-A.

20 Open Mobile Alliance : OMA Secure Removable Media
Specification. OMA-TS-SRM-V1_0-20080128-C.

30 4C Entity : Content Protection for Recordable Media
Specification, SD Memory Card Book Common Part.
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